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Abstract—In this document, it will be approached the difficulties about the 

communications established in joint operations within the Portuguese Army 

and other external forces. As a civil protection agent, the Portuguese Army 

must be integrated into operations related to it. So, it's analyzed the main 

forms of communications established nowadays between this two parties.   

As there isn't a proper solution for an efficient tracking and communication 

system for the operations between the Portuguese Army and external 

forces, this master theses aims to present an engineering solution, based on 

an independent, efficient and lightweight applications to solve that matters. 

All of this will be achieved in accordance with the existing interoperability 

standards defined by NATO.  

It was developed a vehicle tracking system which provides commanders 

with a tool for controlling forces in civil protection operations, solving 

interoperability problems, between exchanging vehicle location information 

between entities cooperating together.  

This system was presented to the entities in charge of missions of this scope, 

inside and outside the Army, having been approved as a pertinent project 

with required applicability. 

 

Index Terms— Civil Protection, Command and Control, 

Friendly Forces, Interoperability, NATO, Portuguese Army, 

Vehicle Tracking, 

I. INTRODUCTION 

On nowadays conflicts, Armed Forces are present in multiple 

situations that are required knowledge about the geographical 

position of the troops in action.  

According to the Portuguese Doutrinary Publication [1], the 

quality, precision and quickness as the information drives within 

different command layers, could be a determinant factor for the 

employment of all other components of the combat potential. In other 

words, the tracking of the forces seeks to improve the commander 

actions so that it troops avoid danger areas and concentrate the 

combat potential in the right area and right moments. Relative to the 

Portuguese army, it's already being implemented tactical command 

and control information systems integrated into the army 

communications network. These systems were designed to 

accomplish the last talked problems in a global/macro perspective. In 

other words, they provide tactical and strategic management tools for 

a large number of troops. However, the command and control system 

it's a rigid and complex system that is not as scalable as it could be 

faced to the technological advances in the world of the mobile and 

web services applications. 

Due to Portugal being in times of peace and it army having various 

occurrences in civil protection, the solution presented in this 

document is focused not on a tactical point of view, but more in a 

management solution for helping the commanders of multiple forces 

achieve a better awareness of the troops and ensure interoperability in 

exchanged information between these forces. In this way is possible 

to provide to the commander an easier command action. 

 

 
 

A. Actual Situation 

The engagement of the Portuguese army in NATO and ONU 

missions has been consistent in the last years, being present in 

various types of scenarios. Not to forget that these are not the only 

missions engaged by them. The Portuguese army, as it organic law 

defines, is committed in civil protection operations too since 1975 

[2].  

Relative to civil protection missions taken by the Armed Forces, 

since January 1st of 2016 the Portuguese army performed a total of 

761 missions in several engagements treaties. The most active ones 

are “ALUVIÃO”, “LIRA” and “FAUNOS” I and II. ALUVIÃO 

treaty concerns about the involvement of army troops in conflicts 

related to natural causes of floods. LIRA and FAUNOS I and II 

treaties rely on the assistance provided by the army on prevention and 

help against fire disasters. 

According to a survey addressed to a Portuguese army officer 

Lieutenant Rolo [3] of "Escola das Armas", integrated into civil 

protection missions between May 15 and November 18 of 2007, is 

verified that the communication used by the army and civil protection 

personnel was conducted face-to-face or by phone calls.  All those 

thanks to a liaison officer who had the duty to ensure that critic 

information was passed to the other entities and the reverse. In this 

cooperations, there wasn't any kind of integration between the 

communications systems of the Portuguese army with the civil 

protection entity.  Each one of them used individually its 

communication equipment. 

Years later (2008) in one attempt to integrate the communications 

between the army and the Fireman Corps of Chaves, during the duty 

served by the Infantry Regiment No19 [4] related to the LIRA treaty, 

the radio equipment used was the Radio SEPURA STP 8000 

SIRESP. For that mission, only one radio was delivered to the army 

troops involved.  

In all of the previously reviewed cases, the military troops and 

commanders had to communicate by phone or by equipment 

borrowed by the civil protection entity involved. This situation 

caused a slow exchange of the information and the lack of knowledge 

of the geographical positions of the troops for both entities in 

question.  

Therefore, it is required an engineer solution capable of solving 

those problems announced, providing interoperability between the 

two communication systems, to grant a superiority of information to 

the commanders leading the mission. In a first phase, the most 

relevant information being transmitted between intervenients is the 

location of the troops and its reports/messages.  

B. Objectives 

The main goal of this theses is to create a vehicle tracking and 

communication system based on a centralized management 

application for monitoring and controlling a set of devices attributed 

to an operation.  

This system is designed to operate in a non-tactical way integrated 

with external forces. The proposed solution for the intended 

communication system between the army and the external force must 

provide: 

• the capacity of the external force be aware of the army vehicle 

positions; 
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• the capacity of the army be aware of the external force vehicle 

positions; 

• a structured communication system based on report/message 

service between the two entities. 

 

In this way, the mechanisms that will meet these requirements will 

materialize in a tracking system, similar to a command and control 

system, but less tactical and adaptable to operations in support of 

civil protection. As previously described, it is necessary that this 

solution is designed to operate within and outside the national 

territory, at an international level in accordance with the standards 

applied by NATO. Therefore, it is necessary to consider the existence 

of various forms of exchange of positioning information between the 

various nations that prevent its interoperability. It is therefore 

necessary to use universally approved and current standards. To this 

end, as Portugal is part of NATO, all the development of the 

previously proposed system must comply with the Standardization 

Agreement (STANAG) 5527 [5] and other standards published by 

NATO. 

C. Proposed Solution 

It is intended that the proposed solution meets the necessary 

requirements in order to achieve the objectives imposed. Since it is a 

matter of enabling two different entities to have access to the 

information of vehicle positions of the other entity, there is a need for 

these two different networks to use the same NATO standards in 

force. It is also necessary to aggregate the information regarding the 

various types of vehicles, from several sources, depending on the 

situation and conflict present. Finally, it is necessary to ensure the 

routing of information between networks, in a bidirectional way. 

In this way, the tracking system is structured according to a client-

server model. The client side through a tablet application, aimed at 

the users of the vehicle operating on the ground. This tablet is 

supported by two distinct forms of communication, through radio and 

via 3G mobile network. That is, the tablet connected to the military 

radio P/PRC-525 and the tablet with internet connection over 3G 

network. The application running on the tablet provides a map with 

the positions of the forces inserted in the operation and a messaging 

service for the dissemination of information with the upper echelon 

through free text messages or predefined emergency reports. While 

the client is in a mobile form on the ground, the server is static at a 

command post handling the processing of the information coming 

from them. That is, tablet information is sent to the server, which in 

turn stores it in a local database. After storage, the information is 

properly formatted and arranged in an application to be used by the 

commanders, remotely. Contains a set of tools for managing 

operations, for viewing real-time user information on a map and for 

viewing/sending messages to tablet users. Like tablets, the external 

force to cooperate also periodically receives information from the 

server about the users (vehicles) present in the operation. However, 

communication with this force is done through the integration of the 

NATO standard for tracking systems between friendly forces. 

II. RELATED WORK 

A. Military Emergency Support Regiment 

After a reformulation in the army organic relative to civil 

protection support organs, it was expressed the necessity to create an 

operational module with technical and material capabilities to provide 

an efficient contribute in the army mission: Support and development 

of the population's well-being; and Support in civil protection.  

Therefore, it surges in November 2016 the beginning of the 

Emergency Military Support Regiment ("Regimento de Apoio Militar 

de Emergência" - RAME) in Abrantes composed by the Emergency 

Military Support Unit ("Unidade de Apoio Militar de Emergência" - 

UAME), by the Civilian-Military Cooperation (CIMIC) of the army 

and by the Command Element of the General Company CIMIC [6].  

Regarding the UAME, it is characterized as the integrating 

operational component of the general support forces and emergency 

military support under the command of the Land Forces Command 

(CFT). This unit contains an operation's center and multiple 

intervention modules that are flexible enough to overcome with 

unexpected circumstances. These reconfigurable modules can be 

supported by other army capabilities to contribute in various 

intervention scenarios. Intervention scenarios that can range from 

human acts (terrorist actions, fires, etc.) to environmental disasters 

(earthquakes, floods, volcanic eruptions). 

B. Georeferencing 

1) SICCE / radio P/PRC-525 

The P/PRC-525 tactical radio has a range of features that makes it 

more valuable in its integration with command and control 

information systems, such as SICCE, by providing positioning 

information of the mobile forces equipped with this system. All 

thanks to GPS Report service provided by the radio, in which just 

requires a GPS antenna and a specific software.  

Based on the feature described above implemented by this 

equipment, it was done in 2007 an attempt to integrate these radios in 

SICCE. This project was called "ligações ao SICCE" and it permitted 

to upload remotely data related to unit's positions and emergencies 

reports using several ways of communication. This project was 

constituted in two applications: a client and a server application. The 

client was programmed to send data collected from its sensor to the 

server application. This would store the data and present it on SICCE. 

With both was possible to insert data through TCP/IP, GSM (SMS) 

and Radio Frequency.  

In 2009, Cap. TM Guedes developed two projects denominated 

"Terminal de ligações ao SICCE" and "gateway para P/PRC-525" 

that would replace and upgrade the old client application. The first 

project provided more mobility to the user since it was developed to 

run on a Windows Mobile device. In addition, it allowed reading 

GPS data directly from the radio. The second application provided 

support gathering collected data from several connected radios. This 

improvement allowed individual radios to send data without being 

linked to one terminal with the previous applications. 

At Last, it was developed in 2011 by Cap. TM Guedes a Tactical 

Command and Control System offering more scalability. This system 

had radio oriented integration with all previous application's 

functionalities. This system was comprehended in two modules: data 

communications (messages exchange and data files); shared 

visualization of ground forces and other relevant elements - Common 

Operation Picture (COP) and Common Tactical Picture (CTP). 

C. Interoperability 

Regarding interoperability, NATO in the Interoperability Planning 

Document (NIPD) defines it as the capability of systems, units and 

forces to provide and accept services from another systems, units and 

forces [7]. 

At the Prague Summit in November 2002, NATO recognized that 

a technological evolution of military information systems was 

essential in order to keep up with the information age, therefore 

creating the NATO Network Enabled Capability (NNEC) program 

[8]. This program consists in NATO's ability to associate various 

capabilities at all levels: military (strategic to tactical) and civil, 

through an information infrastructure. The main goal of the program 

is the exchange information to achieve better situational awareness 

and faster decision making, allowing better resource management and 

collaboration between nations. 

In NNEC's development, it started to appear the Friendly Force 

Tracking (FFT) concept. This showed along with it location 

information’s reports. This concept implemented by FFT Systems 
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(FFTS) [5] become the new NATO standard called NATO Friendly 

Force Information (NFFI). This standard allowed the information's 

integration with the Joint Consultation, Command and Control 

Information Exchange Data Model (JC3IEDM) that supports the C2 

systems in accordance with the Multilateral Interoperability 

Programme (MIP) [9].  All of it is defined in STANAG 5527 - 

Friendly Force Tracking Systems Interoperability. The focus of the 

STANAG 5527 is to respond the following interoperability 

requirements: provide information from friendly ground forces 

throughout the NATO command structure within its command chain 

and increasing situational awareness of the battle space. The specific 

benefits of these are in improving the overall perception of the 

situation, improving command and control, scalability of forces, 

better synchronization of forces, and lower risk of fratricide [8]. 

Each FFTS allows a nation to exchange information about it forces 

on an internal point of view. However, in NATO/multinational 

operations the commanders of various nations need access to 

information about all forces at their command. Therefore, this 

information also needs to be exchanged horizontally between 

neighboring forces. 

 

1) Friendly Force Information 

FFI is based on automatic reports from friendly forces without 

them being derived from sensors. This implies that reports may 

contain important information and should be treated with high level 

of security. However, security aspects are not this thesis scope. 

The protocols for the existing FFI interface are Interface Protocol 

1 (IP1) and Interface Protocol 2 (IP2). These are recommended 

interfaces for sending and receiving NFFI messages. The protocol for 

Web services is called Service Interoperability Profile 3 (SIP3). IP1 

provides secure, TCP/IP-based transmission, enabling two distinct 

forces to be connected individually (unicast) to exchange information 

in a bi-directional way. 

IP2 provides an unsecured, UDP-based transmission for sending 

NFFI messages in a targeted manner, by unicast, multicast or 

broadcast. 

Finally, SIP3 supports the transfer of data via Web services 

oriented architectures according to the current interoperability 

standards, complementing IP1 and IP2. SIP3 is a Web service 

protocol that provides mechanisms for exchanging NFFI messages 

(requests type), allowing to specify a filter in the request, in order to 

delimit the amount of results received. 

III. REQUIREMENTS 

The first step in the development of the tracking system relays on 

identifying which requirements are necessary to accomplish the 

objectives of the proposed solution.  

This chapter is ruled by the IEEE - Software Requirements 

Specifications (SRS) [10], structured in order to present the 

requirements organized by characteristics. 

A. User Classes 

Some systems provide different functions for different classes of 

users. In the case of the present system, it has inserted 4 types of 

users: 

Army commander responsible for the operation (UC1) 

Army officer assigned to lead the operation in question, from a 

command post. He should have access to information about all assets, 

both from the army and from the FF to cooperating. 

Army vehicle operator using P/PRC-525+tablet (UC2) 

Military soldier assigned to operate the vehicle and the 

communication terminal inserted in this one. This user establishes 

communications with the upper echelon (UC1). 

 

Army vehicle operator using P/PRC-525 (UC3) 

Likely to UC2, this is also responsible for operating the car and the 

communication terminal, which in turn is limited to the P/PRC-525 

radio equipment.  

Army vehicle operator using 3G+tablet (UC4) 

User that operate the military vehicle and establish communication 

with the upper echelon with a tablet connected to 3G mobile network. 

Responsible for the operation in the friendly force (UC5) 

FF commander in charge of controlling the information adjacent to 

the operation in question, as is the case with the head of the army 

(UC1). 

B. External Interface Requirements 

1) User Interfaces 

Server operation interface (UI1) 

This interface is designed to allow the control of operations by 

military commanders. While the server needs to be running at a static 

point, commanders can access the application remotely.  

Tablet operating interface (UI2) 

This interface provides the users operating the vehicles (UC2 and 

UC4), an interface with a set of functionalities appropriate for their 

function, like map to visualize the ground forces and a predefined 

messages reports platform. 

GIS interface for visualizing vehicle positions (UI3) 

This platform will serve as a graphic viewer of all locations of 

ground forces. It is executed in the tablet application and in the Web 

application. The information is constantly updated, according to the 

frequency with which the information is issued by the vehicles. 

 
2) Communication Interfaces 

Military radio communication (CI1) 

This radio allows communications with other radios inserted in the 

same IP network through IPoA. It is possible to do voice 

communication, automatic sending of GPS reports and messages 

exchange (SDM) among each other.  

This interface is present in two types of scenarios, with the P/PRC-

525 radio isolated and with this radio connected to the tablet.  

For military operations that include this type of communication, 

the server must also be connected to the P/PRC-525 radio, so that it 

can receive information from the other radios inserted in the same 

network.  

IP communication with the server (CI2) 

This type of interface is supported by the implementation of web-

based communication with the server. This communication process is 

implemented through RPC requests/responses for requesting/sending 

data. 

Communication with friendly forces (CI3) 

Communication with a FF is achieved through channels for the 

exchange of secure information. According to STANAG 5527 [4], 

this communication is supported by different interoperability 

protocols, IP1 for the use of the TCP/IP protocol and IP2 for the use 

of UDP. 

Communication with GNSS (Global Navigation Satellite System) 

(CI4) 

Interface used for the collection of geographic information from 

GPS satellites. This communication is provided by the GPS antennas 

available on the tablet.  

C. Features  

Configuration of operation in the army (FR1) 

Authorized user: army commander responsible for the operation 

(UC1) 

This user is responsible for creating, editing and ending operations 

in the web application. All information about the operation is stored 
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automatically in the database, no need being saved in the end of the 

operation. 

Configuration of vehicles in the army (FR2) 

Authorized user: army commander responsible for the operation 

(UC1) 

When editing the operation, it is required to enter the authorized 

vehicles (users) involved in the mission.  

Sending army vehicles location using P/PRC-525 (FR3) 

Automatic procedure 

This functionality must be implemented in order to send the GPS 

information of the equipment periodically and automatically. Using 

the P/PRC-525 radio, manual setup is required through it console.  

Sending army vehicles location using tablet+3G (FR4) 

Automatic procedure 

The tablet application must have the ability to periodically send 

the geographic information extracted from the GPS antenna attached 

to it. In the application the user can configure the periodicity with 

which the information is sent to the server. 

Message sending/receiving with upper echelon using P/PRC-525 

(FR5) 

Authorized user: army vehicle operator using P/PRC-525+tablet 

(CU2) and using P/PRC-525 (UC3) 

The message exchange with this equipment is divided into 

different scenarios. For CU2, this feature must be implemented in the 

tablet application. For the CU3, messages must to be sent manually 

through the radio console. 

Message sending/receiving with upper echelon using tablet+3G 

(FR6) 

Authorized user: army vehicle operator using 3G+tablet (UC4) 

Sending and receiving messages with this device should be similar 

to the one explained above for the CU2, running on the tablet 

application, containing free text messages and predefined emergency 

reports. 

Message sending/receiving with lower echelon (FR7) 

Authorized user: army commander responsible for the operation 

(UC1) 

This user should use the messaging functionality with the 

remaining users in the lower echelon (CU2, CU3 and CU4). All these 

messages should appear in a window with the information of the 

sending time, origin and content. The CU1 in turn must be able to 

respond, sending unicast/multicast messages back.  

Sending location/messages from the system to the friendly force 

(FR8) 

Automatic procedure 

This feature must be implemented on the server, and it should 

periodically send the army vehicles information to the friendly force 

tracking system, according the standardization agreement imposed by 

STANAG 5527. The server must store the information in the 

database, format it in XML messages with the respective FFI fields 

and send them through a secure channel for the friendly force. 

Visualization of army vehicles location (FR9) 

Authorized user: army commander responsible for operation 

(UC1); army vehicle operator using P/PRC-525+tablet (UC2) and 

using 3G+tablet (UC4); responsible for the operation at friendly force 

(UC5) 

Location queries are available to both army and FF users. For all 

these cases the locations of army vehicles should be displayed in a 

GIS viewer of their respective applications.  

For UC2, UC4 and UC5 they can only have access to the positions 

of the army vehicles inserted in the same operation.  

For UC1 web application, it must present all the information 

regarding the army vehicles, inserted in any operation.  

Receiving information from friendly forces (FR10)  

Automatic procedure 

The tracking system must be able to receive information sent by an 

FFTS. As this information is formatted in XML according to the FFI 

standard, this system must translate it, in order to extract the FF 

vehicle’s locations, to store in the database. 

Visualization of friendly force vehicles location (FR11) 

Authorized user: army commander responsible for operation (UC1); 

army vehicle operator using P/PRC-525+tablet (UC2) and using 

3G+tablet (UC4)  

This process takes place after compliance with FR10. For UC1, 

the vehicle’s information should be printed in a GIS viewer of it 

application. For the remaining users, only those who are inserted in 

the same operation have access to the geographical information of the 

FF vehicles.  

D. Performance Requirements  

The only requirement regarding performance is materialized in the 

visualization of the geographic information and exchanged messages 

in real time. The system should constantly update, providing the 

information as soon as it is received. 

E. Security Requirements   

Information accessible only by authorized users (SR1) 

Different users of the system are required to have access to 

different types of information. This condition is met in strict 

compliance with the functional requirements, which already specify 

which class of user should have access to certain type of information. 

Application access via login (SR2) 

Communication equipment must only be operated by authorized 

users using login authentication mechanisms with the credentials of 

each user. 

 For user type UC1, the application is only accessible by entering 

valid credentials. 

For all other army users, all access to equipment is controlled by 

the UC1 in it application. 

Confidentiality of information exchanged in the system (SR3) 

This feature must ensure that no information exchanged by 

different users in the system is clear, that is, accessible in free text 

without any coding. 

System Information Integrity (SR4) 

This requirement shall ensure that all data generated in the system 

or from the various communication channels is not altered. 

Availability of information in system applications (SR5) 

Finally, the information made available to the applications of the 

system must always be available to its users. 

IV. ARCHITECTURE  

The proposed architecture is depicted in Figure 2 and represents 

the force tracking system in modules ranging from the device inserted 

in the vehicle to the applications provided to the commanders of the 

forces. It has been developed fulfilling the requirements defined in 

chapter III. 

A. Block Diagram 

The system architecture is composed of 3 modules, organized by 

the layers of employment environment, structural components and 

communication. 

In the first module, the tablet application inserted in the army 

vehicle has two components: the GIS component for visualizing the 

positions of forces and the component of messages reports. This 

application has two different forms of communication, depending on 

the communication terminal connected. 

The second module illustrates the server and web application for 

the commanders responsible for the operation. The features of this 

application are presented in the "Components" layer of it module: the 

GIS component, the operations management component and the 

message reporting component. The communication of this module is 

established through the connection with the military radio and 

through TCP/IP. The information underlying the vehicles monitored 
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in this application is properly formatted according to the STANAG 

5527 FFI standard. 

The third module is designed for an FF to operate with the army. 

For demonstrative purposes, this module was developed with the 

purpose of validating the proposed system. In a real case, this 

application would be developed by FF and would only be available to 

its users. This module contains only the visual GIS for printing the 

positions of army vehicles received through FFI XML messages from 

the server. 

 
Fig. 2.  Force tracking system architecture. 

 

It is schematized in Figure 3 the forms of communication between 

the three modules. In the first module there are three different cases 

with the respective communication: the vehicle with "3G+tablet" via 

RPC (1), the vehicle with "P/PRC-525+tablet" (2) and the vehicle 

with P/PRC-525 via radio frequency (3). All the information 

exchanged between the army and FF are through FFI XML messages, 

generated in their systems thanks to the FFI integration.  

 
Fig. 3.  Architecture for communication between entities. 

 

V. IMPLEMENTATION 

A. Server / Web Application for commanders 

This server was developed in the Java language and is supplied by 

a set of methods for the treatment of the tablets incoming data. It was 

created in Netbeans through Web Application projects, where it is 

possible to dispose the respective information to the system in HTML 

pages. This server responds to HTTP requests through specialized 

Java classes for this type of service - servlets. All information 

processed by servlets is presented in Java Server Pages (JSP) to 

commanders. 

The web application has a graphical interface composed of a set of 

HTML and JSP pages with information processed by the server 

servlets. 

There are three main menus in the application: the mission menu, 

for control of operations; the map menu, which contains the 

application's GIS platform; the reports menu, where you can 

exchange messages with the various users of the different operations. 

B. Tablet Application 

This application is developed in the Java programming language 

with a JavaFX GUI. 

The graphical interface in this application consists of several FX 

Markup Language (FXML) files and their controller classes. While 

the FXML file has the code of the window structure with all 

parameters respecting its appearance, the controller classes contain 

the variables and methods behind the windows presented to the user. 

Each action of an object in an FXML file is scheduled in its 

controller class. There are three FXML files with the layout for the 

authentication window, the settings window and the main application 

window. In the latter, a JavaFX "WebView" HTML content 

visualization object is present for the interactive map presentation. 

This is provided through the Leaflet JavaScript library. This Leaflet 

library provides the user with a set of tools from a GIS platform.  

The extraction of geographic information takes place through the 

radio connected by Ethernet cable or a GPS antenna connected by 

USB. The classes responsible for this process run in thread in the 

main window's controller. For connection to the radio, the application 

executes commands defined on its interface through TCP sockets 

communication to it. For the USB connection to the antenna, the 

main window controller class implements the 

"SerialPortEventListener" and "Initializable" interfaces. 

Through Netbeans, it was possible to change the application to act 

as web service client of the "server" project, with scheduled 

functionality up to the application level (OSI model). All methods for 

communication are defined on the server. During the process of 

transforming the application into a web service client, the methods 

defined on the server are passed to a class of the client application 

dedicated to communication. All this process is automatic, being 

necessary to synchronize the client application whenever something 

changes in the server. The communication established between the 

client application and the server is supported by Remote Procedure 

Calls (RPC) requests. 

C. Friendly Force Application 

This module was developed in a similar way to the tablet 

application. It has a GUI developed in JavaFX in Netbeans, simply 

having the GIS platform. 

This application serves only for system validation purposes, 

demonstrating that any application developed by an FF that has the 

necessary operations for the XML FFI conversion, can work in 

conjunction with the developed tracking system. For this latter, this 

application shares the same FFI java package created in the server 

module. 

 In this way, the concept of interoperability that this system seeks 

to achieve is proven. 

VI. SYSTEM EVALUATION 

This chapter seeks to determine whether the characteristics 

presented by the developed system comply with the requirements 

defined at the third chapter.  

A. Features 

FR1 - Configuration of operation in the army  

FR2 - Configuration of vehicles in the army 

These features are present in the web application in the "mission" 

menu. This menu contains three pages for creating, editing and 

ending operations, respectively. The creation page is complemented 

with the information of all the operations previously created. Adding 

and removing new users (vehicles) in an operation is included in the 

"mission edit" page. This page displays user information per 

operation. Termination is available on the "end mission" page. For 

this feature, the user must select the desired operation. 
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Fig. 4.  Graphical User Interface of the “mission” page in the web application 

for army commanders. 

 

FR3 - Sending army vehicles location using P/PRC-525  

FR4 - Sending army vehicles location using tablet+3G  

The sending of the geographic information is materialized 

internally in the tablet application without being visible.  

When using the application, the user must choose the 

communication terminal and adjust some parameters of the sending 

in the "preferences" menu. After this process, with a click in the start 

button, the application starts running, updating the geographic data 

with the server. 

FR5 - Message sending/receiving with upper echelon using 

P/PRC-525  

FR6 - Message sending/receiving with upper echelon using 

tablet+3G  

The tablet application was developed with this functionality 

articulated in the upper right windows, containing the all the 

messages exchanged between the users and a text editor for the 

messages (Figure 5). In the right of this window, there is a list with 

predefined messages ranging from free text messages to emergency 

reports.  

 
Fig. 5.  Graphical User Interface of the tablet application. 

 

FR7 - Message sending/receiving with lower echelon  

Regarding the query of the messages, whenever a new message is 

received, the web application presents a text warning. With a click in 

the warning or in the "reports" menu, the respective page appear 

containing all the messages displayed in two tables (received and 

sent). Each table has the origin/destination information, message text 

and it sent date. 

The sending of the messages is materialized in the right corner of 

the page where there is also displayed the available users and a text 

area for editing the desired message. 

FR8 – Sending location/messages from the system to the friendly 

force 

From the moment the geographic data of the army vehicles are 

stored in the database, the server updates the information to be sent to 

the FF. This process happens periodically on the server before these 

messages are sent to the FF system. This information is articulated in 

an XML file with the list of the army vehicles present in the 

operation. 

FR9 - Visualization of army vehicles location  

FR11 - Visualization of friendly force vehicles location  

This feature is applied in three different scenarios. In the tablet 

application, in the web application for commanders and in the 

application developed for the FF. 

In the tablet application, the vehicles locations can be viewed 

through the GIS viewer located in the main window. There is also a 

list of vehicles inserted in that operation, that allow seeing on the 

map the geographical position of the clicked vehicle (Figure 5). The 

same happens in the application developed for the FF. 

In the web application, vehicle locations can be viewed through 

the GIS viewer in the "map" menu. In the right-hand corner of the 

page, is displayed the information of tracked vehicles (Figure 6).   

 

 
Fig. 6.  Graphical User Interface of the “map” page in the web application. 

 

FR10 - Receiving information from friendly forces   
This feature is implemented in the server and FF application. The 

positions of the FF vehicles are translated into a properly formatted 

XML file. The file is sent to the server, which in turn translate it to a 

Java object with the information. From this moment, the server 

updates the database by entering the information regarding FF 

vehicles. 

B. Performance 

The performance requirements imposed focus on the effectiveness 

of the system functioning in the communication between its modules. 

Regarding the communication established between the application 

of the tablet and the server, the P/PRC-525 radio connection already 

provides an automatic control of the GPS reporting service. That is, 

the IPoA service ensures an ad hoc network connection, in which the 

radios within it broadcast the data to the rest according to their 

routing tables. The communication performance of this typology is 

associated to the protocol characteristics of the transport layer used 

(TCP or UDP). It is known that of these two, the UDP protocol is 

what gives superior binary rhythms to the lack of flow and 

congestion control. The system update delay will be equivalent to the 

military radios delay. 

Regarding 3G communication between the applications, the 

performance is dependent on the mobile network coverage. In case of 

sending coordinates from the tablets to the server, as it is a 

monitoring process that occurs in real time, the loss of some package 

ends up not being critical. Therefore, in this case, the transport layer 

protocol used is UDP. In the messaging functionality with the server, 

the communication is already protected through the TCP protocol.  
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C. Security 

Regarding the security of the developed system, Figure 7 shows 

the various nodes of this system and their communication interfaces, 

helping the evaluation of this requirements. 

 
Fig. 7.  Security between the modules of the force tracking system. 

 

SR1- Information accessible only by authorized users 

SR2 - Application access via login  

In the tablet application, users need to authenticate with the valid 

fields to access it. In this process, the user can choose what type of 

connection he wants: connected or disconnected to the server. With 

the option to connect to the server, this application updates the 

information with it. When running disconnected, all data is switched 

between tablets using the P/PRC-525 radio. The latter option is only 

available to users UC2 and UC3, who in turn only exchange 

information with the radios inserted in the same network. 

For user UC1, the web application is accessible only after the 

introduction of valid credentials. 

SR3 - Confidentiality of information exchanged in the system  

Regarding confidentiality, the channel (2) is supported by 

integrated P/PRC-525 radio services for secure communication, 

SECOM-V, with frequency hopping in the VHF/UHF band. The data 

transmission between the channel (1) can be protected through 

SSL/VPN channels. An alternative to this modality is achieved with 

the use of public key cryptography (asymmetric). With respect to 

channel (3), the information is protected by a set of procedures 

defined in NATO's STANAGs for both physical and information 

security. Information is categorized by security classifications for 

content filtering to specific endpoints. In addition to this measure, 

different security protocols are used by NATO, depending on the 

type of scenario present. 

SR4 - System Information Integrity  

SR5 - Availability of information in system applications 

The availability of information will depend on the geographical 

disposition of the vehicles communication terminals. In the case of 

the channel (2), the availability and integrity of the tablet application 

information depends on the range between the radios. The choice of 

frequencies can also affect the integrity of the communications. In 

channel (1), the availability depends on the network coverage of the 

zone in which the terminals are located. For the server, the 

availability and integrity of the information will match the success of 

these previously specified cases and the communication in channels 

(1), (2) and (3). 

D. Field Testing 

During the 5th and 6th of June, in the third Military Training 

Block of the Portuguese Military Academy, it was performed tests on 

the system. The purpose was determining if the system was a simple 

solution, easy to set up and projectable in an emergency situation. 

For these tests, the following material was requested at Porto 

Signals Regiment: 

Radio equipment 

• 3 radios P/PRC-525 version with firmware 6.0 or higher; 

• VHF antennas, micro-headsets and antenna adapters for the 

respective radios; 

• 3 charged lithium batteries, 2 GPS antennas, battery chargers and 

USB data cables for radios; 

• 2 fixed 220V power test bases with ethernet connection. 

Radio programming equipment 

• 4 Ethernet cables for RJ-45 connection; 

• Fillgun programmer with USB cable to connect to PC; 

• Fillgun and configuration files to load in it. 

The first phase of the tests consisted of installing the necessary 

software to configure the missions in the Fillgun. This device serves 

for transferring P/PRC-525 radio settings in the radio. After the 

missions were downloaded by the radios, they were configured and 

set up.  

In the scheme for system evaluation (Figure 8), one of the radios 

was connected to the laptop running the application of the tablet, 

another connected to the laptop running the server program with web 

application and the last disconnected, acting alone. 

 
Fig. 8.  Mounting scheme for the force tracking system evaluation. 

 

The second phase of the tests was based on the monitoring of the 

two radios by the web application. The two radios to operate as users 

(left-hand rectangle), used the GPS antennas to extract the geographic 

information and sent to the remaining radios of the network. Because 

one of the radios was connected to the server, information from 

user’s GPS reports was stored in the database and made available to 

commanders in the web application. All radios in the same network 

equipped with headset could communicate by voice. 

Once the assembly was functional, the user’s radios were 

monitored.  

It should be noted that the procedures performed during this period 

were identical to those practiced by the military personnel 

responsible for the configuration of signal’s equipment in real 

scenarios.  

E. System Validation and Presentation 

As the work developed consisted in researching and creating a 

tracking system, based on two applications intended for military 

commanders and subordinates, their assessment only by checking the 

requirements is not entirely conclusive. In cases like this, where work 

has a means of applicability, inspired by real problems, it is also 

important to ask the opinion of specialized personnel. To this end, the 

Military Emergency Support Regiment (RAME) was visited in 

Abrantes (September 14) and the National Civil Protection Authority 

(ANPC) in Carnaxide (September 20), to present all the work 

developed in the scope of the master's thesis: 

• Colonel of Artillery, Commander of RAME, César Reis; 

• Deputy of National Operations, of the National Commando of 

Relief Operations, Patrícia Gaspar; 

• Deputy of National Operations, of the National Commando of 

Relief Operations, Manuel Cordeiro 

• Eng. Mário Fernandes da SIRESP 

These presentations were given in order to explain the problems in 

the army related to this theme, the concept and scheme of the solution 

proposal and a practical demonstration of developed system 

applications. 
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As a result, the response to this presentation by the RAME 

command was positive in the sense that all the work developed is 

properly designed with an indisputable applicability in the army's 

commitment to operations in support of civil protection. 

On the part of the ANPC, the feedback received from Patrícia 

Gaspar, was encouraging. At this meeting it became clear that this 

system represented a solution concept of enormous interest, which 

although it could not yet be implemented due to the restrictions in the 

ANPC information system, was being considered for future 

development. 

In both meetings, the FR9 (visualization of army vehicles location) 

and FR10 (receiving information from friendly forces) functionalities 

were seen as relevant and key to improving disaster response 

capacity. 

In a second phase of this evaluation, an evaluation survey of the 

developed software was created and sent in order to determine if it 

meets the necessity of specialized personnel. This survey, conducted 

with "Google Forms", was divided into 4 sections addressing 

questions about the functionalities and purpose of the developed 

system. These questions range from multiple choice, to some more 

specific open response. The survey was distributed to two different 

classes of users: 

• RAME command; 

• Military people integrated in commitment plans for civil 

protection support actions (commanding officer, liaison 

officer, sergeants and privates); 

So far, a total of 8 replies to the surveys have been obtained, from 

2 officers, 2 sergeants and 4 privates. Of these people, 7 have 

performed functions in the civil protection commitments in the LIRA 

and FAUNOS plans. The duration of these commitments ranged from 

6 months (7 people) to 2 years (1 person).  

Regarding the tablet application, 6 military responded that this 

could promote improved communication between the vehicles users 

integrated in a military operation and the upper echelon, allowing 

greater flexibility and coordination of military teams engaged in the 

field, through the knowledge of locations in real time. 

In the web application questions, 6 military consider that it 

contains the basics to improve the management of vehicles 

information in military operations integrated in civil protection. 

These responses were supported by the opinions of the interviewees, 

stating that the application becomes useful for commanders and 

liaison officers, facilitating the control and management of the means 

applied, by visualizing the general information of the operation in 

real time. 

 

 
Fig. 9.  Summary of the answers to the questions about the functionalities of 

the developed system applications. 

 

Regarding the evaluation of web application functionalities, at 

least 6 people responded to (1) and (3) and 5 people to (2) and (4) as 

being "very useful" to "indispensable". In the application of the 

tablet, 6 people for the functionalities (1), (2) and (3) and 4 people for 

the (4) evaluated as being "very useful" to "indispensable". These 

latter responses could be seen in the Figure 9. 

Overall, the military interviewees responded positively to 

questions about the relevance of exchanging information on the 

locations of forces between entities to cooperate, stating that this 

system could improve control of forces in civil protection support 

actions. However, more than half of the respondents (5 military) 

answered that it would depend on whether the army's investment in 

such solutions was worth it. For these, investment would only be 

beneficial if these systems were reasonably cost and used in real 

scenarios. The remaining respondents say that such an investment 

should be made because these types of commitments are recurrent 

and involve several entities, which, in general, have better systems 

than the army. 

VII. DISCUSSION  

In the current situation witnessed in the Portuguese army and in 

civil protection, there is a set of variables that influence the 

applicability of the developed system. This system is designed to 

address problems in tracking military forces in civil protection 

actions, providing commanders with information superiority 

supported by interoperability between joint forces. In this way, is 

essential an analysis of the various topics that involve the conceiving 

of the developed solution. 

The integration with ANPC’s network materializes as one of the 

variables mentioned above. TETRA communication technology 

allows the geo-referencing of the radio terminals and sending this 

information to other systems using the LIP protocol. However, the 

ANPC’s network (SIRESP), does not provide the geographical data 

of its terminals to external entities such as the army. A solution to this 

problem would be the use of tablets connected to the server of this 

system, by civil protection entities to operate with the army. In this 

way, it would be possible to obtain the geographic information of the 

civil protection vehicles in joint operations with the army. 

In the army, it is possible to send geographic information from the 

server database to the SICCE. As the SICCE is a set of software 

applications used at the battalion level and higher echelons, it is an 

ideal tool for the C2 of operations of a huge number of forces. For 

this purpose, SICCE can receive information from several distributed 

points. The tracking system could be located at one of these points, 

sending all information (including FFI from a FF) to the army 

network.  

From what was mentioned, it is concluded that is possible to apply 

the system in an actual scenario. However, this does not become 

beneficial to both entities if its use does not bring advantages. After 

the visit to the BFM of the AM for the tests to the system, several 

advantages relative to its use were observed. 

Regarding the simplicity of the system, it assembly scheme is 

similar for different numbers of users. The logic of the assembly 

continues the same, only being added new radios, with or without 

connection to a laptop running the application of the tablet. 

In addition, the system is scalable achieving the same level of 

processing when increasing the number of tablet terminals connected 

to the P/PRC-525 radios on the network.  

This system is therefore easily projectable in operations outside 

the national territory. With the application and the server running 

locally with the connection by military radios, it could be put the 

running alone without the coverage of a fixed network. 

The web application has turned out to be one of the biggest 

advantages for commanders over today's systems, by allowing the 
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management of operations without a specific installation and 

operating system, requiring only a computer with internet access. 

About the functionalities of the developed system applications, the 

messaging service has also become a relevant feature for users. The 

sending of predefined emergency reports enabled a range of 

opportunities to be explored in the task of disseminating information 

to the upper echelon. Future improvements could include automatic 

message completion with up-to-date information and automatic 

message sending in recurrent or unexpected situations (e.g. robbery). 

Finally, the last advantage, as the focus of the dissertation, 

materializes in the interoperability of the system with forces 

operating according to NATO standards for FFTS. In this way, the 

server can act as an intermediary between the external force and 

another information system of the Portuguese army. 

VIII. CONCLUSION 

All the research and work developed within this thesis cover an 

issue with problematic aspects present in the daily life of the 

Portuguese Army in its commitment to actions in support of civil 

protection. This problem consists of a lack of communicational 

capacity in the exchange of information of forces on the ground with 

external entities in a non-tactical context. Likewise, this problem 

hinders the command action of the leaders of both forces, by limiting 

their situational awareness about the actual engaged in the operation. 

Based on the information and communication systems studied 

inside and outside the army, was designed a solution that implements 

a concept of force tracking system applicable in the current army 

landscape. 

In the first instance, this system seeks to address the problems 

previously raised, complying with the objectives defined in chapter I. 

This resulted in the creation of an administrative command and 

control tool for the operations commanders and an application for the 

vehicles operators, with the software requirements associated to this 

type of operations. The system was developed based on a client-

server model, with a client application developed for ground forces 

using tablets, while the server for processing all information coming 

from them. In addition, a web application was developed for military 

commanders with functionalities for operations management and 

visualization of the forces involved in them. 

In a second analysis of this system, it was structured for being 

interoperable with other FFTS, based on the standardization applied 

by NATO. 

In addition to the advantages described in the previous chapter, the 

objective of the thesis was fulfilled in solving the problem described 

in chapter I. Although this solution is not entirely ready to be 

projected in a real scenario, some improvements are necessary for its 

stability and integration in the current network of the Army, 

functioned as a demonstrator of potentialities and as proof of concept. 

A. Future Work 

One possibility to improve the web application for commanders 

would be the implementing a PDF report generator with a general 

summary of the operation with aspects such as: temporal tape, units 

and actual committed, number of injured, resources spent, etc. This 

report would be extremely useful for the dissemination of 

information to the upper echelon responsible for the command of the 

units. 

Another important characteristic to apply would be the filtering of 

information according to the roles of the users of the system. This 

functionality would be useful for the tablet application, which could 

contain different settings based on the permissions of the user 

operating it.  

Finally, it could still be developed the client application for a 

tablet with Android operating system, instead of Windows. This 

change is justified by the high number of tablets of this category in 

the market.  
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